NudopmanuonHas naMATKa VI 00y4aOIMINXCH

C KaXJbpIM TOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKUA OJHU W3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, NOMHUMO OIpPOMHOIO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECEeT MU MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Ge30macHo
HaXOJIUThCS B CETH.

Komnvromepnoie supycoi

KommbroTepHbliii BUPYC — 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTIIMYUTEIbHOM
0COOEHHOCTBIO KOTOPOH SBISICTCS CIOCOOHOCTh K PasMHOXKEHHIO. B JomoigHeHHe K 3TOMY,
BUPYCHI MOT'YT MIOBPEAUTD WJIH MOJHOCTHIO YHUUTOXKUTH BCe (DaidiIbl U TaHHbIE, TOJIKOHTPOJIbHBIE
MOJIb30BATEINI0, OT UMEHH KOTOPOTO ObLIa 3aIylieHa 3apaXEHHas IporpamMma, a TakKe MOBPEAUTh
WIHM AK€ YHUYTOXKUTH OINEPALMOHHYI0 CUCTEMY cO BceMu (ainamu B 1iesioM. B GonbiinHCcTBE
CIIy4aeB pacHpOCTPAHSIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamMM:

1. Hcnonb3yit cOBpeMEHHbIE OINEPALMOHHBIE CUCTEMbI, UMEIOLUE CEphE3HBIN YPOBEHb
3alUThI OT BPEAOHOCHBIX IIPOTPaMM;

2. IlocrossHHO ycTaHaBiaMBai nautd (UM(POBBIE 3AIUIATKH, KOTOpPbIE ABTOMATHUYECKU
YCTQHABJIMBAIOTCS C LENBIO MOpaOTKHM MpPOTpaMMBbl) M Jpyrue OOHOBJICHHUS CBOEH
ornepalnoHHOM cucteMbl. CkaunBail X TOJIBKO ¢ OQUIMATIBHOTO caiiTa pa3padoTynKa
OC. Ecnu cyiecTByeT pekuM aBTOMAaTHYE€CKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Paborail Ha cBoeM KOMIIbIOTEpE IOJ] IpaBaMU MOJIb30BaTElNs, a HE aIMUHUCTPATOPA.
3T0 HE N03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX POrpaMM UHCTAJUIMPOBATHCSI HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE ITPOrPaMMHBIE MTPOIYKThI U3BECTHBIX IIPOU3BOJUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpannyb GpU3HUECKUI TOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIHII,

6. Vcnonp3yii BHEIIHWE HOCUTENU HHPOPMALUK, TaKue Kak (iemka, 1McK win (ain u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOUYHUKOB;

7. He oTkpeiBaii KOMIbIOTEpHBIE (hailiibl, MOJyYEeHHbIE M3 HEHAAEKHBIX HMCTOUYHUKOB.
Haxxe Te aiinbl, KOTOpble Mpucial TBOM 3HaKOMbIM. Jlyumie yrouHu y Hero,
OTIPABJISUI JIU OH TeOe HX.

o1

Cemu WI-FI

Wi-Fi - 910 He BHJ nepenauy JaHHBIX, HE TEXHOJIOTHS, a BCETo JIUIIb OpeHs, Mapka. Emre
B 1991 rony Hunmepnanjackas komranwus 3apeructpupoBaiia opens «WECAy, uro o6o3Hauano
cioBocouetanue «Wireless Fidelity», KoTOpblIif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTD.

Jlo Hamiero BpeMeHM JolUIa Japyras a0OpeBuarypa, KOTopas SIBISETCS TaKOH ke
TexHoyiorueit. 3to abopesuarypa «Wi-Fi». Takoe Ha3zBaHue ObLIO JaHO C HAMEKOM Ha CTaHAApT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, 4To B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTHY.

Ja, OecrulaTHBI MHTEPHET-IOCTYI B Kade, OTeNsX U adponopTax SBISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXOJ[a B MHTEPHET. HO MHOTHE 9KCIIEPThI CYUTAOT, 4TO 00menocTynHbie Wi-Fi
CEeTHU He SBISIOTCS 0€30MaCHBIMHU.

Cogertsl 10 Oe3omacHOCTH paboTre B 00meaocTynHbIx ceTsix Wi-fi:
1. He nepenaBaii cBor nu4yHyr HH(pOpMaIUio yepe3 obmenoctynHbie Wi-Fi cern.
Pabotas B HUX, XKenaTeNbHO He BBOJIUTH MapOoJIU JOCTYIIA, JIOTUHBI M KaKUE-TO HOMEPa;
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2. Hcnonp3yii 1 OOHOBIIANM aHTUBUPYCHBIE MPOrpaMMBbl U Opanamayep. Tem cambIM ThI
obe3omacuib ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonn3oBanuu Wi-Fi oTtkmoun ¢ynkumio «OO0mmii noctyn k (ainam u
npuHTepam». JlanHas QyHKOMS 3aKpbiTa [0 YMOJYAaHUIO, OJHAKO HEKOTOphIE
MOJIb30BATEIIN aKTUBUPYIOT €€ 1Sl yA00CTBa UCIONIb30BaHus B paboTe mim yueoe;

4. He ucnonw3yit nyomuunsii WI-FI st mepenaun nuUYHBIX JaHHBIX, HAIPUMEP IS
BBIX0J1a B COIIMAJIbHBIC CETH WJIU B 3JIEKTPOHHYIO MOUTY;

5. Hmnonp3yit Tonpko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B wmoOunbHOM Tenedone orkimoun  GyHkmmoo  «[loakmouenne k- Wi-Fi
aBToMarudecku». He nomyckaii aBTOMaTHYECKOT 0O MOAKIIFOYEHUS YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

Coyuanvrvie cemu

CounabHbIe CETH aKTUBHO BXOJIAT B HAIIY KU3Hb, MHOTHE JIFOIU pabOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MIULTHApP] YEIOBEK, YTO SIBISCTCS OIHOU
CeIbMOI BCEX JKUTENEH IUTaHeThbl. MHOIHME IMOJIb30BATEIM HE MOHHUMAIOT, 4TO HH(MOpMaIus,
pPasMCIICHHAA UMU B COLMAJIBHBIX CCTAX, MOXKET OBITH Haﬁ[{eHa M HCIIOJIb30BaHAa KEM YIroJHO, B
TOM YHCIIC HE 0053aTeNIbHO ¢ OJIariMK HaMEPEHHUSIMU.

OcHOBHbBIE COBETHI 10 O€30MaCHOCTH B COLIUANIBHBIX CETAX:

1. Orpannup cnucok apys3eil. ¥ 1e0s B JApy3bsiX HE JOJDKHO OBITh CIy4allHBIX U
HE3HAKOMBIX JIFO/IEH;

2. 3ammmai CBOI YacTHYIO >KWM3Hb. He ykaspiBall mapomu, TenedoHbl, aapeca, Jary
TBOETO POXKACHUS U JPYIyl JIMYHYIO HHGOpMaLUio. 3JIOYMBIIUIEHHUKH MOTYT
WCIOJB30BATh Jlake MH(OPMAIMIO O TOM, KaK Thl U TBOM DPOAUTENN ILIAHHPYETE
IIPOBECTU KaHUKYJIbI;

3. 3ammiai CBOIO permyTaIuio - JEPXKU €€ B YUCTOTE U 3a7aBail cebe BOIpoc: XoTel Obl
ThI, YTOOBI JApYyrHe MOJb30BaTENN BUJIEIHU, YTO ThI 3arpyxaeus? [Tomymai, mpexnie
9YeM YTO-TO OIMYOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecnu TbI TOBOPHILIB C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOIb3YH CBOE pealbHOE UMs
U IPYTYIO JINYHYIO HHPOPMAITUH: UM, MECTO KHUTEIhCTBA, MECTO y4eObl U IIpoyee;

5. U30erait pazmemenus ¢otorpaduii B IHTepHeTe, rae Thl M300paXkeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OMPEIEITUTh TBOE MECTOMOJIOKEHHE;

6. Ilpu peructpanuu B COMaIbHON CETH HEOOXOAMMO HCIIOJIb30BaTh CIIOKHBIE APOJIH,
cocrosye u3 OyKB v IUQP U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

7. Jnsa conupanbHOW CeTH, MOUTHl M JPYTUX CalTOB HEOOXOIMMO MCIOIb30BaTh Pa3HbIE
naposii. Torga eciu Te0st B37I0MAIOT, TO 3JI0YMBIIIICHHUKHU TTOTYYaT TOCTYII TOIBKO K
OJTHOMY MECTY, a HE BO BCE Cpazy.

OnexmponHwvle OeHveu

3J'ICKTpOHHBIe JACHBI'M — OTO OYCHb y,Z[O6HBII>'I CII0c00 HJ'IaTe)KefI, OIHAaKO CYICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IHOJYUUTH OTU ACHBI'U.

SHCKTpOHHBIe JCHBI' IIOABHJIMCH COBCEM HCIAaBHO W HMMCHHO H3-3a 3TOI'O BO MHOTI'HX
rocyaapCTBax A0 CHUX IOP HEC NPOMHUCAHO ITPO HUX B 3aKOHAX.

B Poccuu xxe oHun (I)YHKL[I/IOHI/IpyIOT " O HUX YK€ IPOIMUCAHO B 3aKOHC, I'IC UX Pa3ACIA0T
Ha HECKOJIBKO BUJJOB — aHOHHMMHBIC 1 HC aHOHHMHBIC. PaSHI/IHa B TOM, YTO aHOHMUMHBIC - OTO TC, B
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KOTOPBIX pa3peliaercss MPOBOIUTH Omepanuu 0e3 HICHTU(PUKALIUK T[OJbh30BATENs, a B
HEaHOHHWMHBIX UACHTU(UKAIINY [T0JIb30BATENS SABISIETCA 00s13aTeNIbHOI.

Taxxke cienyer paznuyarh 3JIEKTPOHHbIE (DUATHBIE NEHBIH (PaBHBI TOCYIapCTBEHHBIM
BAJIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE ICHBIU (HE paBHBI TOCYJIAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 0 6€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsxu K cyeTy MOOMJIBHBIN TenedoH. DTO camblii yIOOHBIM M OBICTPBIN CITOCOO
BOCCTAHOBUTH JOCTYN K cueTy. llpuBsi3anHblii TeneoH MOMOXKET, eciau 3a0yaemib
CBOH IUIATEKHBIM NAPOJIb WM 3alICIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcnonp3yii oqHopa3oBsie mapouu. [lociie mepexoaa Ha yCUIICHHYIO aBTOPU3ALIUIO TeOe
yKe He OyZeT yrpoKaTh OMAaCHOCTh Kpa)Ku WJIM IiepexBaTa IIaTeKHOTO MapoJis;

3. BwiOepu crnoxsbeiii mapoib. IlpectymHmkam OyaeT HE MPOCTO yraaath CIIOKHBIN
napoib. HanexHbie mapojau — 3TO MapoJid, KOTOPBIE COIepKAT HE MEHee 8 3HAKOB U
BKJIIOYAIOT B c€0sI CTPOYHBIE W MPOMUCHBIE OYKBBI, IIU(PPHI U HECKOIBKO CHMBOJIOB,
TaKHe Kak 3HaK JoJuiapa, pyHTa, BOCKIUIATSIIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC JAHHBIC HA CalTaX, KOTOPHIM HE JIOBEPSEIIIb.

afleKmPOHHafl nouma

DneKTpOHHAs oYTa — 3TO TEXHOJIOTUS U IPEJOCTABIISIEMBIE €10 YCIYTH 110 IEPECHUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIECHHUH, KOTOpBIE paCHpEAeNsioTcs B KOMIBIOTEPHOH CeTH.
O6bruHO JJIEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM o0Opa3zom:
UMs_TIOJb30BaTeNA(@uUMs_oMeHa. Takke Kpome Tepeladyd MpPOCTOro TeKCTa, HMeeTCs
BO3MOKHOCTb TepeiaBaTh (pauibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe € ANEKTPOHHON TOUTOM:

1. Hano BeIOpaTh npaBUJIBHBIN [TOYTOBBIN cepBUC. B MHTEpHETEe ecTh OrpOMHBIN BBIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIY4IIe JOBEPSTH TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yxaspBaii B IM4YHOH mouTe NUUHYy0 HMHPOpMaruio. Hampumep, sydrne BHIOpaTh
«My3bIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»;

3. Hcmonp3yii IByXdTATHYIO aBTOPU3AINIO. DTO KOTJ]a TIOMUMO TapoJIsi HY)KHO BBOJUTH
KOJI, IpHUChLIaeMbIil mo SMS;

4. BpiOepu cloXHBIM Mapoib. s KaXI0ro MOYTOBOIO SIIMKA JIOJKEH OBITh CBOM
HAJIeXKHBIN, YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecnmm ectb BO3MOXHOCTH HamucaTh CaMOMY CBOW JIMYHBIA BOIIPOC, UCTIOIB3YH ATy
BO3MO>XHOCTB;

6. HMcnonp3yld HECKOIBKO TOYTOBBIX SIIUKOB. I[IepBBIA Ui YacTHOH IEPENucKu C
ajpecaTaMM, KOTOPBIM Tbl JOBEps€lllb. OTO OJJIEKTPOHHBIM agpec HE Hauo
MCIOJIb30BaTh IPU PETUCTpALUU Ha GOpyMax U caiTax;

7. He oTkpsiBaii (paiisasl U JpyrUe BIOXKEHUS B MUCbMaxX Ja)ke €CJIM OHU MPUILIH OT TBOUX
npy3ei. Jlydine yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3T (alibl;

8. Ilocne okoH4YaHus1 pabOTHI HA TIOYTOBOM CEPBUCE MEPE]] 3aKPHITHEM BKIIAJKHU C CAHTOM
He 3a0y/p HaKaTh Ha «BbIATHY.

Kubepbynnune unu eupmyanvnoe uzoesamenbcmeo
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KubepOymnuHr — mpecienoBaHue COOOMICHUSIMH, COJIEPKANIUMHU  OCKOPOJICHHS,
arpeccuro, 3alyruBaHKe; XYJIUTaHCTBO; COIMaTbHOE OOWKOTHPOBAHUE C TIOMOIIBIO PAa3IMYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITMHIOM:

1.

no

o

He Gpocaiicst B 60ii. Jlydmmuii croco6: mocoBeTOBaThCs Kak ceOsi BECTH U, €CIIM HET
TOr0, K KOMY MOKHO OOpaTUThCS, TO BHadajle YCIIOKOUTHCS. Eciau Thl HauHellb
OTBeYaThb OCKOPOJEHHSIMH Ha OCKOPOJIEHUS, TO TOJIBKO elle OOJbIIe Pa30KKelllb
KOH(JIUKT;

VYnpasnsii cBoelt kubeppemyTranuei;

AHOHMMHOCTh B ceTd MHHMasi. CylIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

He ctouTt Bectu XynauraHckuii o0pas BUPTYaIbHOM ku3HU. IHTEpHET QHUKCHpYET Bce
TBOM JICUCTBUS U COXPAHSAET UX. Y AAIUTh UX OyJeT KpaliHe 3aTpyAHUTEIBHO;
Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit equHnaHblil Heratus. OgHOpPa30Bble OCKOPOUTETbHBIE COOOILIEHUS JTyUlIle
UrHOpUpOBaTh. OOBIYHO arpeccHst MPEKpaIIaeTcsl Ha HAaYaIbHOW CTaIuu;

ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSIMU, B COLIUATBHBIX
CeTSIX €CThb BO3MOXKHOCTb OJIOKHPOBKHM OTIPABKH COOOILIEHUN C ONpedeeHHbIX
a/IpecoB;

Ecin Thl cBugerens kubepOymuinHra. TBou JEHCTBUS: BBICTYNHTb IPOTHUB
mpecieaoBaressi, MoKa3aTh €My, YTO €ro JeWCTBHUS OILIEHUBAIOTCS HEraTHUBHO,
MOJAJEP)KAaTh JKEPTBY, KOTOPOM HyXKHaA IICUXOJOrMYecKas IOMOIlb, COOOLIUTH
B3pPOCJIBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B CETH.

Mobunvnubiit meneghon

CoBpemenHble cMapT(HOHBI U MIIAHIIETHI COJIEPKaT B ce0e BIIOIHE B3POCIbIN (PyHKIIMOHA,
U Tenepb OHU MOTYT KOHKYpHUPOBaTh CO CTAallMOHAPHBIMM KoMIbioTepaMu. OJHAKO, CPEICTB
3aLUTHI JJIs1 TOAOOHBIX YCTPOWCTB MOKA 04€Hb Majo. TecTupoBaHUE U MMOUCK YSA3BUMOCTEN B HUX
IIPOMCXOJUT HE TaK MHTEHCUBHO, Kak Juist [1K, To ke camoe kacaercs 1 MOOMITBHBIX MPHIIOKEHUH.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl y)Ke MPaKTUUECKH JOTHAIM HACTOJIBHBIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIedeT 3a C000i OONBIIYI0 CIO0XHOCTh W MEHBIIYIO
3aIIMIIEHHOCTb.

I[aJ'IGKO HC BCC MPOU3BOAUTCIINU BBIITYCKAIOT 06HOBJ’ICHI/I$I, 3aKpPbIBAIOIIUEC KPUTUYCCKHEC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI AJI 0e30IMacHOCTH MOOUIBLHOTO Teﬂe(l)OHal

1.

ok w

Hwudero He sBnsieTcs mo-HacTOsIEMY OecTIaTHBIM. byib ocTOposkeH, Beab Koraa Tede
npeJularaloT O0ecIulaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHe-TO IUIaTHBIE
YCIIYTH;

Hymaii, npexxae yem otnpaButh SMS, ¢oto mnu Bujneo. Thl TOUYHO 3HACIIb, TJI€ OHU
OyayT B KOHEUHOM HTOTE?

Heo6x011Mo0 0OHOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Wcnonp3yit aHTHBUPYCHBIE TPOTPAMMBI JIJIsI MOOHMITBHBIX TENIe()OHOB;

He 3arpy»ail npuiaokeHus: OT HEM3BECTHOI'O UCTOYHMKA, BEIb OHU MOTYT COJEPKaTh
BPEIOHOCHOE MPOTpaMMHOE 00eCIIeYeHNE;

ITocne Toro kaxk Thl BBIHACHIL C caiiTa, I'/le BBOJAWI JMUHYIO WH(OpPMAIIHIO, 3alI1 B
HacTpPOUWKHU Opay3epa u ynanu cookies;

[lepuonnuecku npoBepsiii Kakue IJIaTHbIE YCIYr'H aKTUBUPOBAaHBI HA TBOEM HOMEPE;
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8. amaii cBoif HOMEp MOOMJIBHOTO TenedOHa TOIBKO JIIOJSIM, KOTOPHIX Thl 3HACIlb M
KOMY JIOBEPSICIIIb;

9. Bluetooth momkeH ObBITH BBIKIIIOYEH, KOTJIa THI UM HE TMOJb3yenibcs. He 3a0ObiBait
WHOT/Ia TIPOBEPSTH ITO.

Online uepwt

CoBpeMEHHBIE OHJIAMH-UIPBl — 3TO KPACOYHBIE, 3aXBaTbIBAIOUIME pPa3BICYCHUS,
O00BEAMHSIOIINE COTHHU THICAY YEJIOBEK 110 BceMy Mupy. Urpoku nccienyroT JaHHBIA UM MHUP,
00IIat0TCs IPYT € IPYTOM, BBINOJIHAIOT 331aHUs, CPAKAIOTCS C MOHCTPAMHU U [IOJIy4aroT OMbIT. 32
yIIOBOJIBCTBHE OHM IUIATST: TOKYIAIOT JTUCK, OIIAYUBAIOT AOOHEMEHT WM MPHOOPETAIOT KaKue-
TO OIILIHH.

Bce atu cpenctBa uayT Ha mMOJjAepKaHME W pa3BUTHE WIPhL, a TaKXKe Ha camy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CHUCTEMbl aBTOPHU3ALlMU, BBIMYCKAIOTCS HOBBIC MaT4d
(undpoBbIe 3aMIaTKU AJIS IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUIrpax CTOUT OIIaCaTbCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu
TBOCTO IMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlINU OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI IO 0€30MAaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu apyroit urpok BefeT cedsl II0Xo UM co3JaeT TeOe HeMPUATHOCTH, 3a0JI0KUpPYH
€ro B CIIMCKE UTPOKOB;

[Toxanyiics aAMHUHUCTpAaTOpaM UIPbl Ha IJIOXO€ IIOBEIACHHE 3TOr0 HIPOKa,
KEJIaTeIbHO IPUIIOKUTh KaKHE-TO I0KA3aTelbCTBA B BUJIE CKPUHOB;

He yka3biBaii nuunyto nHbopmanuio B npodaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UI'PE;

He ycranaBnuBaii Heo(uiuaabHble NaTYH U MOJIBI;

Hcnons3yi ClI0kKHBIE U pa3HbIE NTAPOJIH;

Jlasxe BO BpeMsi MI'Pbl HE CTOMT OTKJIIOUYaTh aHTUBUpPYC. Iloka Tl Wrpaems, TBOM
KOMITBIOTEP MOT'YT 3apa3uTh.

N

No o ko

Duwiune unu Kpaosica TU4HblX OaHHbBIX

OObIYHOM Kpakel JeHer M JOKYMEHTOB CErofHs YK€ HHKOro He yauBHfillb, HO C
pa3BUTUEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKH IIEPEMECTHJINCh B  HMHTEPHET, U
IPOIOJIKAIOT 3aHUMAThCA WIHOOMMBIMY JIE€TI0M.

Tax mosiBUsIach HOBasg yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILMHT, TJaBHas IeJb
KOTOPOT'O COCTOMT B MOJYYEHUH KOH(UICHIMATbHBIX JAHHBIX MOJIb30BaTENIe — JIOTMHOB U
naposiei. Ha anrnuiickom s3eike phishing unraercs xak ¢ummsr (ot fishing — pbiGHas 0B,
password — mapoJib).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnemn 3a cBomM akkayHTOM. Eciu THI momo3peBaelib, 4TO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HE0OXO0IMMO 3a0JIOKUPOBATH €€ M COOOLIUTH aIMUHUCTPATOpaM pecypca
00 3TOM KaK MOYKHO CKOPEE;

2. Hcnonw3yit 6e30macHble BeO-CaliThl, B TOM YHUCIIE, HHTEPHET-Mara3uHoB M MOMCKOBBIX
CHCTEM;

3. Hcnonp3yii ciaoxHbIe U pa3Hble Mapoiu. TakuM oOpa3oM, eciiu TeOs B3JIOMAroT, TO
3TIOYMBIIIJICHHUKH TTOJTyYaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPOQHIIIO B CETH, a He
KO BCEM;


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

4. Ecnu te0s B3IOMAaH, TO HEOOXOIUMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC

n00aBIIeHBl Y T€OS B JIPY3bSAX, O TOM, YTO TEOS B3JIOMAJU M, BO3MOXHO, OT TBOETO

MMEHU Oy/IeT PacChUIaThCs CIIaM M CCHUIKH Ha (DUITMHTOBBIC CANTHI;

YcranoBu HanexHbIH maposib (PIN) Ha MoOuIBHEIN TenedoH;

OTKIIIOYM COXpaHEHue Maposst B Opaysepe;

7. He oTkpsiBail (aitiibl U Ipyrue BIOKEHHs B MUCbMaXx JAa’kKe €CIM OHU MPUIILTU OT TBOUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (Daiibl.

oo

Lugpposas penymayusa

[udposas pemyranus - 3TO HEraTUBHAs WIM MO3UTHBHAs MH(pOpMAIMS B CeTH O Tebe.
Komnpomerupyromas uHpopmanus pa3MelIeHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOU >xu3HU. «L{udpoBas penyramus» - 3TO TBOW UMUK, KOTOPBIN
dbopmupyeTcst u3 HHPOPMaILMK O TeOe B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, y‘le6I>I, TBOC (bl/IHaHCOBOC ITIOJIOKCHUC, 0COOEHHOCTH XapakTepa
" pacCKa3bl O OJIM3KUX — BCE ATO HAKAIUIMBAETCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIIEHHO OTHOCSTCSA K MyOJHMKAauy JTUYHON HH(pOpMAaIUH B
HuTtepHeTe, He TOHUMAas BO3MOXKHBIX ITOCHeNCTBHI. ThI 1ake HE CMOXKEIIb JOraaThCs O TOM, YTO
¢dororpadus, pazmerieHHas 5 et Ha3aj, cTaja MPUIUHONW OTKa3a MPUHATH TeOs Ha PaboTy.

KommenTapuu, pa3menienue TBoux Gororpaduil u qpyrue AeUcTBUs MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl UX YAaIHIb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(POpMaIHIO, IoTana
JM OHA B IIOMCKOBBIE CHCTEMbl M COXpPaHWJACh JIM OHA, a TJIABHOE: YTO MOAYMalOT O Tebe
OKpY’Karollee JIIOAM, KOTOpble HAaliAyT U yBUIAT 3T0. Halitu mHpopManuoo MHOTO JIET CIyCTs
CMOJKET JH000M — Kak U3 JoOpbIX NOOYKIEHUH, TaK U C HAMEPEHUEM IIPUUYUHUTD BPEJ. ITO MOKET
OBITH KTO YTOIHO.

OcHOBHBIE COBETHI MO 3aIuTe HU(PPOBOI penyTanuu:

1. Tlomymaii, mpexae 4eMm yTO-TO MyOJMKOBaTh U mepenaBaTh y ceOs B Oiore uiau B
COILIMAJIbHOM CeTH;

2. B Hactpoiikax nmpo¢uis ycTaHOBH OTPaHWYECHHUS HA TIPOCMOTP TBOETO MPOGHUIIS U €ro
COJIEPKMMOT0, C/IETIal €ro TONBKO «IJIs ApYy3ei»;

3. He pa3memaii u He yka3piBail HHPOPMAIUIO, KOTOPask MOXET KOTO-THO0 OCKOPOJISITH
WJIH OOMIKaTh.

Aemopckoe npago

CoBpeMeHHbIe NIKOJIbHUKH— aKTUBHBIE MIOJIb30BaTENN LIUPPOBOro npocrpaHcTBa. O1HaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJTIOJIEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepmuH «HMHTEIEKTyaldbHasE COOCTBEHHOCTbY» OTHOCHTCA K PAa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTM , M 3aKaHUYuMBas KHUramu, (oTtorpadusmu, KUHOPUIBMaMH U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE ITpaBa — 3TO IpaBa HAa MHTEJUIEKTYAIIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JIMTEPATYPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B Ka4€CTBE FapaHTUHU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyleT HampacHbBIM, AAcT €My CIIpaBeIUBbIE
BO3MOXHOCTH 3apa0oTaTh Ha pe3ylbTaTaxX CBOEro TPyZa, NOJYYUTh U3BECTHOCTh U MPU3HAHUE.
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Huxkro 6e3 paszpemieHust aBTopa HE MOKET BOCIIPOU3BOIUTH €r0 IPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOIMYHO JIEMOHCTPUPOBATH, MpPOAAaBaTh, WMIIOPTUPOBATH, MYCKAaTh B MPOKaT, MyOJIMYHO
UCTIOJIHATH, IOKA3bIBATH/UCIIOIHATH B AHpe Wi pazmemiaTs B IHTepHeTe.

Hcnonp30BaHue «IUPaTCKOT0» MPOTPAMMHOTO 00ECTIEYEHUSI MOKET MPUBECTH K MHOTHM
pHCKaM: OT MOTEpPH [IAaHHBIX K TBOMM AaKKayHTaM [0 OJIOKUPOBKHM TBOErO YCTPOMCTBa, Ile
YCTAHOBJICHHBII He JierajgpbHas mporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecCIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4ok.pd — TBOW TIJIaBHBIM COBETYMK B CETHU. 3/1€Ch Thl MOXEIIb Yy3HaTh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM S3BIKOM, @ IIPU BO3HUKHOBEHUHM KPUTUUYECKOU
CUTyaluu oOpaTHTbCS 32 COBETOM. A TakKe MPHUHSITH Y4acTHE B KOHKYpPCax U CTaTb CaMbIM
U(POBBIM TPaKTaHUHOM !
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